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NOTICE OF GRANT AWARD 
Recipient Contact Name: Debbie LaCombe Recipient Contact #: 701-328-8119 
Title of Grant Program: 2023 State and Local Cybersecurity Grant Program 
Federal Award Iden�fica�on Number: 
EMW-2023-CY-000001 

Federal Award Date: 
January 24, 2024 

Federal Awarding Agency: U.S. Department of Homeland Security 
CFDA No. 97.137 SLCGP 
Subrecipient Name and Address 
Minot 
PO Box 5006 
Minot, ND 58702-5006 

Subrecipient Contact Name: 
David Lakefield 
Telephone: 701-857-4774 
Email: david.lakefield@minotnd.org 

Subrecipient UEI:  
D33RGAW88JU9 

Grant Number:  
S44 

County/Tribe:  
Ward 

Performance Period From: January 29, 2024 Through: November 30, 2026 
Grant Amount:  
$130,925.68 

Subrecipient Cost Share: 
$23,924.32 

Total Project Cost: 
$154,850.00 

Scope of Service: The intent of this award is to provide funding for subrecipient to address 
cybersecurity risks and cybersecurity threats to the subrecipient’s owned or operated informa�on 
systems in accordance with the federal No�ce of Funding Opportunity for this grant program, the 
approved applica�on scope of work and cost line items located in the NDDES grant portal. 
Repor�ng Requirements: Progress reports on the status of the project must be submited to NDDES 
quarterly through the NDDES grant portal. Reports are due January 15, April 15, July 15, and October 
15 for the life of the grant. A final report is due with the final reimbursement request. 
Special Condi�ons: The above grant project is approved subject to the special condi�ons or 
limita�ons as indicated on the atached page. 
Terms and Condi�ons: This award is subject to the terms and condi�ons incorporated directly or by 
reference in the following: 

1) Fiscal Requirements and Other Program Rules, Regula�ons, Laws, and Polices for Federal 
Programs which can be found at htps://grants/des/nd.gov/site/HSGP.cfm. 

2) Applicable Federal and State laws and regula�ons. 
3) The recipient agrees by signing this document that all alloca�ons and use of funds under this 

grant will be in accordance with the Federal/State No�ce of Funding Opportunity & FEMA 
Preparedness Grants Manual for this grant program. 

This contract is not effec�ve un�l fully executed by both par�es. By signing below, you are accep�ng 
the terms and condi�ons of the award. Please make sure you read and understand these documents 
before signing. Maintain a copy of these documents in your official file for this award. 

Evidence of Subrecipient’s Acceptance Evidence of NDDES Approval 
 
 
 
Signature 

 
 
 
Date 

 
Signature 

 
1/29/2024 
Date 

Typed Name and Title of Authorized 
Representa�ve 
David Lakefield 
Finance Mgr. 

Typed Name and Title of Authorized 
Representa�ve 
Darin Hanson 
Director, Division of Homeland Security 
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SPECIAL CONDITIONS 
State and Local Cybersecurity Grant Program (SLCGP) 

 
1. DHS Standard Terms and Conditions Generally  
The Fiscal Year (FY) 2023 DHS Standard Terms and Conditions apply to all new federal financial 
assistance awards funded in FY 2023. These terms and conditions flow down to subrecipients unless an 
award term or condition specifically indicates otherwise. The United States has the right to seek judicial 
enforcement of these obligations. They FY 2023 DHS Standard Terms and Conditions are at 
www.dhs.gov/publication/fy15-dhs-standard-terms-and-conditions. 
 
2. Assurances, Administrative Requirements, Cost Principles, Representations and 

Certifications  
• DHS financial assistance sub-recipients are required to follow the applicable provisions of the 

Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal 
Awards located at Title 2, Code of Federal Regulations (C.F.R.) Part 200 and adopted by DHS at 
2 C.F.R. Part 3002.  

• By accepting this agreement, sub-recipients, and their executives, as defined in 2 C.F.R. section 
170.315, certify that their policies are in accordance with OMB's guidance located at 2 C.F.R. Part 
200, all applicable federal laws, and relevant Executive guidance.  

 
3. General Acknowledgements and Assurances 
All recipients, subrecipients, successors, transferees, and assignees must acknowledge and agree to 
comply with applicable provisions governing DHS access to records, accounts, documents, information, 
facilities, and staff.  

• Sub-recipients must cooperate with any DHS compliance reviews or compliance investigations 
conducted by DHS.  

• Sub-recipients must give DHS access to examine and copy records, accounts, and other 
documents and sources of information related to the federal financial assistance award and 
permit access to facilities or personnel.  

• Sub-recipients must submit timely, complete, and accurate reports to the appropriate DHS 
officials and maintain appropriate backup documentation to support the reports.  

• Sub-recipients must comply with all other special reporting, data collection, and evaluation 
requirements, as prescribed by law, or detailed in program guidance.  

 
4. Acknowledgement of Federal Funding from DHS 
Sub-recipients must acknowledge their use of federal funding when issuing statements, press releases, 
requests for proposal, bid invitations, and other documents describing projects or programs funded in 
whole or in part with federal funds.  
 
5. Age Discrimination Act of 1975 
Sub-recipients must comply with the requirements of the Age Discrimination Act of 1975, Public Law 94-
135 (1975) (codified as amended at Title 42, U.S. Code, section 6101 et seq.), which prohibits 
discrimination on the basis of age in any program or activity receiving federal financial assistance.  
 
6. Americans with Disabilities Act of 1990 
Sub-recipients must comply with the requirements of Titles I, II, and III of the Americans with Disabilities 
Act, Pub. L. 101-336 (1990) (codified as amended at 42 U.S.C. sections 12101 - 12213), which prohibits 
sub-recipients from discriminating on the basis of disability in the operation of public entities, public and 
private transportation systems, places of public accommodation, and certain testing entities.  
 

_____ 
Initial 
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7. Best Practices for Collection and Use of Personally Identifiable Information 
Sub-recipients who collect personally identifiable information (PII) are required to have a publicly 
available privacy policy that describes standards on the usage and maintenance of the PII they collect. 
DHS defines PII as any information that permits the identity of an individual to be directly or indirectly 
inferred, including any information that is linked or linkable to that individual. Sub-recipients may also find 
the DHS Privacy Impact Assessments: Privacy Guidance and Privacy Template as useful resources 
respectively.  
 
8. Civil Rights Act of 1964 - Title VI 
Sub-recipients must comply with the requirements of Title VI of the Civil Rights Act of 1964 (codified as 
amended at 42 U.S.C. section 2000d et seq.), which provides that no person in the United States will, on 
the grounds of race, color, or national origin, be excluded from participation in, be denied the benefits of, 
or be subjected to discrimination under any program or activity receiving federal financial assistance. 
DHS implementing regulations for the Act are found at 6 C.F.R. Part 21 and 44 C.F.R. Part 7.  
 
9. Civil Rights Act of 1968 
Sub-recipients must comply with Title VIII of the Civil Rights Act of 1968, Pub. L. 90-284, as amended 
through Pub. L. 113-4, as implemented by the U.S. Department of Housing and Urban Development at 24 
C.F.R. Part 100.  
 
10. Copyright 
Sub-recipients must affix the applicable copyright notices of 17 U.S.C. sections 401 or 402 and an 
acknowledgement of U.S. Government sponsorship (including the award number) to any work first 
produced under federal financial assistance awards.  
 
11. Debarment and Suspension 
Sub-recipients are subject to the non-procurement debarment and suspension regulations implementing 
Executive Orders (E.O.) 12549 and 12689, which are at 2 C.F.R. Part 180 as adopted by DHS at 2 C.F.R. 
Part 3002. These regulations restrict federal financial assistance awards, subawards, and contracts with 
certain parties that are debarred, suspended, or otherwise excluded from or ineligible for participation in 
federal assistance programs or activities.  
 
12. Drug-Free Workplace Regulations 
Sub-recipients must comply with drug-free workplace requirements in Subpart B of 2 C.F.R. Part 3001, 
which adopts the Government-wide implementation (2 C.F.R. Part 182) of Sec. 5152-5158 of the Drug-
Free Workplace Act of 1988 (41 U.S.C. sections 8101-8106).  
 
13. Duplication of Benefits 
Any cost allocable to a particular federal financial assistance award provided for in 2 C.F.R. Part 200, 
Subpart E may not be charged to other federal financial assistance awards to overcome fund 
deficiencies; to avoid restrictions imposed by federal statutes, regulations, or federal financial assistance 
award terms and conditions; or for other reasons. However, these prohibitions would not preclude sub-
recipients from shifting costs that are allowable under two or more awards in accordance with existing 
federal statutes, regulations, or the federal financial assistance award terms and conditions.  
 
14. Education Amendments of 1972 (Equal Opportunity in Education Act) - Title IX 
Sub-recipients must comply with the requirements of Title IX of the Education Amendments of 1972, Pub. 
L. 92-318 (1972) (codified as amended at 20 U.S.C. section 1681 et seq.), which provide that no person 
in the United States will, on the basis of sex, be excluded from participation in, be denied the benefits of, 
or be subjected to discrimination under any educational program or activity receiving federal financial 
assistance. DHS implementing regulations are codified at 6 C.F.R. Part 17 and 44 C.F.R. Part 19.  
 

_____ 
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15. Energy Policy and Conservation Act 
Sub-recipients must comply with the requirements of the Energy Policy and Conservation Act, Pub. L. 94- 
163 (1975) (codified as amended at 42 U.S.C. section 6201 et seq.), which contain policies relating to 
energy efficiency that are defined in the state energy conservation plan issued in compliance with this Act.  
 
16. False Claims Act and Program Fraud Civil Remedies 
Sub-recipients must comply with the requirements of the False Claims Act, 31 U.S.C. sections 3729- 
3733, which prohibit the submission of false or fraudulent claims for payment to the Federal Government. 
(See 31 U.S.C. sections 3801-3812, which details the administrative remedies for false claims and 
statements made.)  
 
17. Federal Debt Status 
All sub-recipients are required to be non-delinquent in their repayment of any federal debt. Examples of 
relevant debt include delinquent payroll and other taxes, audit disallowances, and benefit overpayments. 
(See OMB Circular A-129.)  
 
18. Federal Leadership on Reducing Text Messaging while Driving 
Sub-recipients are encouraged to adopt and enforce policies that ban text messaging while driving as 
described in E.O. 13513, including conducting initiatives described in Section 3(a) of the Order when on 
official government business or when performing any work for or on behalf of the Federal Government.  
 
19. Hotel and Motel Fire Safety Act of 1990 
Sub-recipients must ensure that all conference, meeting, convention, or training space funded in whole or 
in part with federal funds complies with the fire prevention and control guidelines of Section 6 of the Hotel 
and Motel Fire Safety Act of 1990, 15 U.S.C. section 2225a.  
 
20. John S. McCain National Defense Authorization Act of Fiscal Year 2019 
Sub-recipients, and their contractors and subcontractors are subject to the prohibitions described in 
section 889 of the John S. McCain National Defense Authorization Act for Fiscal Year 2019, Pub. L. No. 
115-232 (2018) and 2 C.F.R. sections 200.216, 200.327, 200.471, and Appendix II to 2 C.F.R. Part 200. 
Beginning August 13, 2020, the statute - as it applies to DHS sub-recipients, and their contractors and 
subcontractors - prohibits obligating or expending federal award funds on certain telecommunications and 
video surveillance products and contracting with certain entities for national security reasons.  
 
21. Limited English Proficiency (Civil Rights Act of 1964 - Title VI) 
Sub-recipients must comply with Title VI of the Civil Rights Act of 1964, (42 U.S.C. section 2000d et seq.) 
prohibition against discrimination on the basis of national origin, which requires that recipients of federal 
financial assistance take reasonable steps to provide meaningful access to persons with limited English 
proficiency (LEP) to their programs and services. For additional assistance and information regarding 
language access obligations, please refer to the DHS Recipient Guidance: https://www.dhs.gov/guidance-
published-help-department-supported-organizations-provide-meaningful-access-people-limited and 
additional resources on http://www.lep.gov.  
 
22. Lobbying Prohibitions 
Sub-recipients must comply with 31 U.S.C. section 1352, which provides that none of the funds provided 
under a federal financial assistance award may be expended by the recipient to pay any person to 
influence, or attempt to influence an officer or employee of any agency, a Member of Congress, an officer 
or employee of Congress, or an employee of a Member of Congress in connection with any federal action 
related to a federal award or contract, including any extension, continuation, renewal, amendment, or 
modification.  
 

_____ 
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23. National Environmental Policy Act 
Sub-recipients must comply with the requirements of the National Environmental Policy Act of 1969, 
(NEPA) Pub. L. 91-190 (1970) (codified as amended at 42 U.S.C. section 4321 et seq.) and the Council 
on Environmental Quality (CEQ) Regulations for Implementing the Procedural Provisions of NEPA, which 
require sub-recipients to use all practicable means within their authority, and consistent with other 
essential considerations of national policy, to create and maintain conditions under which people and 
nature can exist in productive harmony and fulfill the social, economic, and other needs of present and 
future generations of Americans.  
 
24. Nondiscrimination in Matters Pertaining to Faith-Based Organizations 
It is DHS policy to ensure the equal treatment of faith-based organizations in social service programs 
administered or supported by DHS or its component agencies, enabling those organizations to participate 
in providing important social services to beneficiaries. Recipients must comply with the equal treatment 
policies and requirements contained in 6 C.F.R. Part 19 and other applicable statues, regulations, and 
guidance governing the participations of faith-based organizations in individual DHS programs.  
 
25. Non-Supplanting Requirement 
Sub-recipients receiving federal financial assistance awards made under programs that prohibit 
supplanting by law must ensure that federal funds do not replace (supplant) funds that have been 
budgeted for the same purpose through non-federal sources.  
 
26. Notice of Funding Opportunity Requirements 
All the instructions, guidance, limitations, and other conditions set forth in the Notice of Funding 
Opportunity (NOFO) for this program are incorporated here by reference in the award terms and 
conditions. All recipients must comply with any such requirements set forth in the program NOFO.  
 
27. Patents and Intellectual Property Rights 
Sub-recipients are subject to the Bayh-Dole Act, 35 U.S.C. section 200 et seq, unless otherwise provided 
by law. Sub-recipients are subject to the specific requirements governing the development, reporting, and 
disposition of rights to inventions and patents resulting from federal financial assistance awards located at 
37 C.F.R. Part 401 and the standard patent rights clause located at 37 C.F.R. section 401.14.  
 
28. Procurement of Recovered Materials  
States, political subdivisions of states (i.e., sub-recipients), and their contractors must comply with Section 
6002 of the Solid Waste Disposal Act, Pub. L. 89-272 (1965), (codified as amended by the Resource 
Conservation and Recovery Act, 42 U.S.C. section 6962.) The requirements of Section 6002 include 
procuring only items designated in guidelines of the Environmental Protection Agency (EPA) at 40 C.F.R. 
Part 247 that contain the highest percentage of recovered materials practicable, consistent with 
maintaining a satisfactory level of competition.  
 
29. Rehabilitation Act of 1973 
Sub-recipients must comply with the requirements of Section 504 of the Rehabilitation Act of 1973, Pub. 
L. 93-112 (1973) (codified as amended at 29 U.S.C. section 794), which provides that no otherwise 
qualified handicapped individuals in the United States will, solely by reason of the handicap, be excluded 
from participation in, be denied the benefits of, or be subjected to discrimination under any program or 
activity receiving federal financial assistance.  
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30. Reporting of Matters Related to Recipient Integrity and Performance 
General Reporting Requirements: 
If the total value of any currently active grants, cooperative agreements, and procurement contracts from 
all federal awarding agencies exceeds $10,000,000 for any period of time during the period of 
performance of this federal award, then the sub-recipients must comply with the requirements set forth in 
the government-wide Award Term and Condition for Recipient Integrity and Performance Matters located 
at 2 C.F.R. Part 200, Appendix XII, the full text of which is incorporated here by reference in the award 
terms and conditions.  
 
31. Required Use of American Iron, Steel, Manufactured Products, and Construction Materials 
Sub-recipients must comply with the Build America, Buy America Act (BABAA), which was enacted as 
part of the Infrastructure Investment and Jobs Act Sections 70901-70927, Pub. L. No. 117-58 (2021); and 
Executive Order 14005, Ensuring the Future is Made in All of America by All of America's Workers. See 
also Office of Management and Budget (OMB), Memorandum M-22-11, Initial Implementation Guidance 
on Application of Buy America Preference in Federal Financial Assistance Programs for Infrastructure.  
 
32. SAFECOM 
Sub-recipients receiving federal financial assistance awards made under programs that provide 
emergency communication equipment and its related activities must comply with the SAFECOM 
Guidance for Emergency Communication Grants, including provisions on technical standards that ensure 
and enhance interoperable communications.  
 
33. Terrorist Financing 
Sub-recipients must comply with E.O. 13224 and U.S. laws that prohibit transactions with, and the 
provisions of resources and support to, individuals and organizations associated with terrorism. Sub-
recipients are legally responsible to ensure compliance with the Order and laws.  
 
34. Trafficking Victims Protection Act of 2000 (TVPA) 
Trafficking in Persons:  
Sub-recipients must comply with the requirements of the government-wide financial assistance award 
term which implements Section 106 (g) of the Trafficking Victims Protection Act of 2000 (TVPA), codified 
as amended at 22 U.S.C. section 7104. The award term is located at 2 C.F.R. section 175.15, the full text 
of which is incorporated here by reference.  
 
35. Universal Identifier and System of Award Management 
Requirements for System for Award Management and Unique Entity Identifier  
Sub-recipients are required to comply with the requirements set forth in the government-wide financial 
assistance award term regarding the System for Award Management and Universal Identifier 
Requirements located at 2 C.F.R. Part 25, Appendix A, the full text of which is incorporated here by 
reference.  
 
36. USA PATRIOT Act of 2001 
Sub-recipients must comply with requirements of Section 817 of the Uniting and Strengthening America 
by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT 
Act), which amends 18 U.S.C. sections 175-175c.  
 
37. Use of DHS Seal, Logo and Flags 
Sub-recipients must obtain permission from their DHS FAO prior to using the DHS seal(s), logos, crests 
or reproductions of flags or likenesses of DHS agency officials, including use of the United States Coast 
Guard seal, logo, crests or reproductions of flags or likenesses of Coast Guard officials.  
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38. Whistleblower Protection Act 
Sub-recipients must comply with the statutory requirements for whistleblower protections (if applicable) at 
10 U.S.C section 2409, 41 U.S.C. section 4712, and 10 U.S.C. section 2324, 41 U.S.C. sections 4304 
and 4310.  
 
39. Environmental Planning and Historic Preservation (EHP) Review 
Any SLCGP project that would require an Environmental & Historic (EHP) review is not an allowable cost. 
 
SLCGP grant funds may not be used for construction, renovation, remodel or to perform alterations of 
buildings or physical facilities. Therefore, you cannot use SLCGP funds to: 

• Install or replace racks that involve attaching racks to floors and/or walls 
• Install new equipment cabling where new holes are made through walls, floors, or ceilings. 
• Install new conduit onto existing walls, ceilings, or floors. 
• Install electrical outlets 
• Install uninterrupted power supply units (UPS) that involve attaching to floors or walls. 
• Any activities (grant funded or not) that are connected to the grant funded project that involve 

the building utility infrastructure such as installing new electrical. 
• Any installation that modifies existing buildings or structures or requires ground disturbance. 

 
40. Applicability of DHS Standard Terms and Conditions to Tribes 
The DHS Standard Terms and Conditions are a restatement of general requirements imposed upon 
recipients and flow down to subrecipients as a matter of law, regulation, or executive order. If the 
requirement does not apply to Indian tribes or there is a federal law or regulation exempting its application 
to Indian tribes, then the acceptance by Tribes of, or acquiescence to, DHS Standard Terms and 
Conditions does not change or alter its inapplicability to an Indian tribe. The execution of grant documents 
is not intended to change, alter, amend, or impose additional liability or responsibility upon the Tribe 
where it does not already exist.  
 
41. Acceptance of Post Award Changes 
In the event FEMA determines that changes are necessary to the award document after an award has 
been made, including changes to period of performance or terms and conditions, sub-recipients will be 
notified of the changes in writing. Once notification has been made, any subsequent request for funds will 
indicate sub-recipient acceptance of the changes to the award.  
 
42. Disposition of Equipment Acquired Under the Federal Award 
For purposes of original or replacement equipment acquired under this award by a non-state recipient or 
non-state subrecipients, when that equipment is no longer needed for the original project or program or 
for other activities currently or previously supported by a federal awarding agency, you must request 
instructions from FEMA to make proper disposition of the equipment pursuant to 2 C.F.R. section 
200.313. State recipients and state subrecipients must follow the disposition requirements in accordance 
with state laws and procedures.  
 
43. Prior Approval for Modification of Approved Budget 
Before making any change to the approved budget for this award, you must request prior written approval 
from NDDES. NDDES may be required by 2 C.F.R. section 200.308 to request FEMA approval of any 
budget modifications. 
 

_____ 
Initial 

 
 
44. National Cybersecurity Review 

mailto:nddes@nd.gov


   

701.328.8100     •     nddes@nd.gov     •     Fraine Barracks Ln, Bldg 35     •     Bismarck, ND  58506 

Sub-recipients are required to complete the Nationwide Cybersecurity Review (NCSR) yearly to 
benchmark and measure their progress of improving their cybersecurity posture. The NCSR can be found 
at https://www.cisecurity.org/ms-isac/services/ncsr.  
 
45. NDDES Fiscal Requirements and Other Program Rules, Regulations, Laws, and Policies for 
Federal Programs 
Sub-recipient is required to also follow the applicable provisions of the NDDES Fiscal Requirements and 
Other Program Rules, Regulations, Laws, and Policies for Federal Programs as well as State or local 
provisions that may be stricter than Federal or State laws, regulations, or policies. This document can be 
found under the HSGP tab on the NDDES Grants website at https://grants.des.nd.gov.   
 
46. Reimbursements, Quarterly Status Reports, Time Extension Requests, Scope Changes, and 
Project Closeout 
Sub-recipient must submit all reimbursement requests, quarterly reports, time extension requests, scope 
change requests, and project closeouts along with required documentation in the NDDES Grants 
Management System at https://grants.des.nd.gov. 
 
47. Un-expended Funds 
At the conclusion of the period of performance as noted on the Notice of Grant Award, upon completion of 
the project, or withdrawal of the project by the sub-recipient; whichever comes first, unexpended funds 
will be de-obligated. By signing the Notice of Grant Award, the sub-recipient is authorizing NDDES, as a 
Memorandum of Agreement, to expend the de-obligated funds on program costs. 
 
48. Award Acceptance 
The Notice of Grant Award and these Special Conditions constitute the operative document obligating and 
reserving the Federal funds for use by the sub-recipient. By signing the Notice of Grant Award sub-
recipients is certifying acceptance of the terms and conditions of the award. 
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